Contents
1

Overview

3

Concentrate Alarms

5

Architecture

7

System Specification

9

Case Study

13

About Tascomp

Introduction
The Prodigy Alarm Management System (PAMS) is specifically designed to monitor airfield ground based systems. These range from Air Traffic Control to passenger information systems, UPS and meteorological equipment.
PAM functionality is based on systems designed by Tascomp that have been installed
and proven in a commercial airport environment for over 10 years.
The system provides airport Engineering, Maintenance and Air Traffic Control with a cost
effective, state of the art solution for alarm management, which provides instant alarm
notification and recording of user response for all monitored systems.
The system offers:









Excellent reliability.
Easy re-configuration of alarm channels.
Automatic event recording and reporting.
Capacity to expand to meet future requirements.
Distributed, remote monitoring via PC network.
Global & sub-grouped alarms.
Multiple alarm access & acceptance points.

This document is designed to provide an overview of the functionality and scope provided
by the system. For technical information on system configuration or for a more in depth
discussion of your requirements please refer back to the original system supplier.

Overview
The modern alternative to traditional alarm panels
PAMS has been designed to provide a highly reliable and configurable alarm monitoring
package to replace traditional manual alarm panels and outdated alarm logging methods.
Alarms are presented using a touch screen mimic of a traditional alarm panel, which
makes the system very easy to use.

Configurable displays
The user configurable displays use text and colour to indicate the alarm identity and
state. Typically, blue for alarms which are out of service, green for clear alarms, flashing
red for unaccepted alarms, steady red for accepted alarms or grey for spare alarm channels. Being user configurable means that each display can show just the alarms required
for each different user group. They can also easily be kept up to date, which means no
more temporary labels, blown lamps, broken switches, etc.
The touch screen allows alarms to be accepted simply by pressing the flashing red button
of the alarm concerned and confirming your action with a second press. The ‘full screen’
alarm button will instantly give you a list of all current alarms which can be sorted or
group accepted on time, alarm group, acceptance state, etc.
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Comprehensive alarm records and reports
All alarm changes are automatically recorded to the central alarms database, which includes the time of alarm occurrence, acceptance, reversion, identity of the person accepting the alarm and an optional comment as to what their follow-up actions were.
Tabular alarm reports can be created over any required time period from minutes to
weeks or months. Filter facilities allow the user to select certain entry types such as just
alarm comments or alarm groups to help focus on alarms from one area of interest.
These reports can be viewed on screen, printed or automatically generated as PDF files
for secure long term storage without wasting paper.

Alarm escalation
For alarms which remain unaccepted for longer periods the system can be configured to
escalate the condition in a number of different ways including:






SMS text alarm messages to appropriate recipients
Email alarm notification to the appropriate department or person
Intercom announcement using pre-recorded or synthesised messages
Klaxon sounder

Alarms that remain active for long periods can be configured to generate an ‘alarm nag’
at regular timed intervals so that the alarm re-appears as an unaccepted alarm to remind
users that the condition is still active.

Online information
Each alarm panel has an ‘Information button’, which temporarily changes all of the alarm
buttons into information buttons. Pressing one of these buttons will bring up an information panel, which provides important support information about that alarm.
These information panels can be configured by Airport personnel to contain any text
documents, work instructions, schematic diagrams, pictures etc. that the user needs to
help with the day to day operation of the system. The system is supplied with a single
document for each alarm, which gives an explanation of what the alarm refers to.
If an alarm is triggered whilst the information panel is selected it will automatically revert
to the alarm display to draw attention to the new active alarm.
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Concentrate alarms
From any location on site
The system can accept alarm signals from a wide variety of equipment. For some systems, a simple on/off digital signal from volt free contacts or ac/dc voltage is all that is
required. For more complex systems, PAMS offers a wide variety of equipment drivers for
direct serial or networked connection, which can allow many alarms to be monitored via
each equipment link.
Sometimes it may be difficult or costly to marshal all alarm signals back to a single location. This is where PAMS’ remote outstations come into play. Each outstation can provide
from 8 to 512 simple alarm input channels or from 4 to 32 serial or networked alarm connection points. The outstations are housed in rugged IP65 sealed enclosures, which allows them to be located in almost any convenient area around the airport.

Distributed alarms
The alarm system can be configured to
provide alarm access at multiple locations
distributed around the airport. Each location can be configured to provide full access or tailored to restrict access to just
those alarms necessary for that location.
The use of Prodigy Remote Workstation or Viewstation software even allows the alarm
system to be accessed from your existing PC equipment from any networked location on
site.

Alarm Acceptance Control
As default, an alarm can be accepted from any location. If you need to restrict alarm
acceptance to just one location then alarm acceptance control can be configured.
Control of alarm acceptance can be passed from
one location to another.

The Handover of alarm acceptance to
another location must itself be accepted by
that location to ensure that responsibility for
acceptance is clear all times.
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Major Fault facility
If multiple systems on a site all fail at the same time it could potentially
take a long time to accept all the resulting alarms by clicking on each
one individually. During this time the alarm siren will be sounding which
could be distracting for operators. For this situation the functionality of
the Major Fault button can be used.
Pressing this button will accept all alarms
automatically for the current user, deferring all comments until after the user has
confirmed that this action is to be taken.

Maintenance mode
Maintenance mode allows selected alarm channels to be placed into a
maintenance mode where the status of those alarm channels is ignored
until the alarm is removed from the maintenance mode.
This can be set prior to scheduled maintenance of systems on site to prevent the alarm
siren being sounded unnecessarily and also keep the alarm records free from false alarm
messages.

Equipment condition monitoring
For some equipment you may need more
than just alarm monitoring. For instance
UPS and backup power supply voltages,
motor currents, cabinet temperatures, etc.
can all provide useful additional information to help you maintain site services and
understand the root causes of some
alarms.
The Prodigy Alarm Management System is based upon a powerful Supervisory Control &
Data Acquisition (SCADA) package capable of data collection from a wide range of
equipment used around your airport. The display builder, data storage, graphical trend
and reporting tools provide a useful addition to the core alarm facilities and provide so
much more than just an alarm monitoring system.
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Architecture
High availability, fault tolerant
PAMS installations utilise high reliability,
industrial rugged and fault tolerant PCs to
ensure maximum system availability.
Based upon the APC4000 series chassis the
central PC occupies 4U of 19” rack space and is
equipped with forced air cooling, hot swappable
cooling fans and air filters, power supply rail
monitoring, chassis temperature, fan speed and
PSU alarms and anti-vibration mountings for the
hard drive array.

Server grade storage
Hard disk storage is provided by four high reliability RAID
series drives which are covered by the manufacturers 5
year warranty. These are mounted into a four bay drive
caddy system, which has individual drive power switches,
its own forced air cooling and temperature alarm monitoring system. The drives are accessed via the lockable front
door to provide quick change of a failed drive by powering
down the drive, pulling the caddy from the array, inserting
a new drive and re-applying drive power.
The drives are configured in a RAID 5 compliant array utilising three drives for data storage and one drive as a hot standby spare drive. Failure of any one data drive will result in
a drive alarm and the system will automatically map out the failed drive and rebuild the
data from the failed drive onto the hot spare drive. This level of storage protection can
survive two consecutive drive failures with no remedial user action and no loss of system
data or availability.

Redundant power
System power is provided by either a high reliability
industrial PC power supply or from an optional dual
redundant power supply with hot-swap capability to
provide fault tolerance to a single PSU failure.
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Ruggedized interface
Each alarm input channel is optically isolated and each input card/module has galvanic
isolation for the system power as standard. This ensures excellent noise immunity and
reliability. For applications requiring monitoring of alarm signals that could be subject to
electrical impulse induced from lightning strikes, each input channel can be further protected by a surge suppression matrix for added resilience.

System watchdog
It is vital that the alarm system alerts the user to the occurrence of any PC hardware or
software failure. To do this the system incorporates a hardware system watchdog. This
circuit monitors a software trigger signal that is generated at regular intervals when the
system is in a healthy state. The absence of this trigger for more than 10 seconds causes
the PC hardware to generate a hardware alarm and perform a system reset.
If the system manages to re-boot automatically, the event is recorded and the system
returns to its normal alarm monitoring duties. Failure of the system to recover will leave
the audible alarm on.

Remote outstations
It can sometimes be difficult or even impossible to marshal all of your alarm signals back
to a single monitoring point on site. This is where the optional Prodigy Remote Outstations come into play.
Each remote outstation can accommodate from
one to four interface racks with each rack being
capable of holding up to eight interface modules.
Each interface module provides either 8 or 16
alarm input channels, which means that each
outstation can accommodate from 8 to 512 alarm
inputs.
In addition to the digital input modules used for alarm sensing you can
also choose from a wide range of optional modules to monitor temperatures, relative humidity, motor currents, power supply voltages etc.
Modules are also available to provide on/off and variable control outputs. These can be controlled using Prodigy’s built in control language,
which allows you to setup remote alarm notification, automated equipment switching on alarm, etc.
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Typical System Specification
At the start or the project, Tascomp will develop a Functional Design Specification (FDS)
that fully defines all input/output channels, displays, reports, user facilities, etc.
This specification is agreed with the system users before development commences and
is used during acceptance testing to ensure that the completed system fully satisfies all
user requirements.
This process allows each PAMS installation to be tailored to meet exact requirements.
The following sections give a flavour of the most commonly used equipment and facilities
options. Please contact your system supplier if you have any additional requirements not
covered here:

System architecture:
Industrially rugged 4U 19” rack mount PC.
Dual filtered air supply with user changeable filters.
Anti vibration hard drive mounts.
Caddied hard drives for quick change.
3 drives for RAID level 5 and one for hot standby.
Windows 7 Professional or Server 2008.
System watchdog.
Dual redundant PSU option.
PC Anywhere or VNC remote-monitoring software.

Operator interface:
15” to 24” LCD TFT touch screen.
Desktop or rack mount options.
Keyboard & mouse to suit user requirements.
Optional remote alarm panel duplication.
Optional remote customised alarm panel.

I/O characteristics:
Alarm inputs from volt free contact (N.C. or N.O.) and voltage (source or sink).
Optional alarm input from SNMP capable equipment.
Annunciator outputs from change over relay contacts.
Whetting voltage sourced from panel or external, as required.
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Interface capability:
32/64/96128 digital input channels std, with expansion options for larger systems.
8/16/24/32 digital output channels std, with expansion options for larger system.
Built in audible warning.
Dual Gigabit Ethernet communications to network.
GSM modem option for SMS alarms.
Email alarm notification option.
SNMP alarm option.

Miscellaneous:
Alarm scan time (maximum time to detect alarm condition) 100mS.
Alarm filter time (to prevent spurious alarms) 50mS.
Optional input surge protection.
Krone connection standard.
Option for user specified connection type.
On line data retention for at least 24 months, 36 months typical.

Remote alarm touch screen
Industrially rugged 4U 19” rack mount PC.
Dual filtered air supply with user changeable filters.
Anti vibration hard drive mounts.
Caddied hard drives for quick change.
Windows 7 Professional or Server 2008.
System watchdog.
Dual redundant PSU option.
Optional KVM extenders via Cat5 cable.
15” to 24” LCD TFT touch screen.
Keyboard & mouse to suit user requirements.
Optional remote outstations
Alarm or condition monitoring options.
IP65 sealed enclosures.
Ethernet or RS485 communications to central alarm PC.
4/8 I/O modules per rack.
Module options include:
8/16 digital inputs per module.
8/16 digital outputs per module.
8 analogue inputs per module.
4 analogue outputs per module.
8 thermocouple/RTD inputs per module.
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Case study
Jersey airport alarm system upgrade
Jersey Airport is the gateway to the Channel Islands handling well over a million passengers a year from the UK and Europe. The smooth and safe running of the airport relies on
the operation and maintenance of several hundred systems for air traffic control, passenger information, meteorological, air conditioning, intruder detection etc. This responsibility
lies with the Jersey States Department of Electronics (DOE) which monitors all airport
systems 24 hours a day.

It is a requirement that all airport systems interface to a central alarm reporting point,
where an audible and visible alarm can be generated and accepted, and where alarms
can be recorded, time stamped and remedial actions noted. A traditional alarm panel and
paper logbook provided this facility originally, however after twenty years of use the panel
had become very fragile, incapable of expansion and a modern replacement was needed.
The DOE required that any new system should provide the following benefits;








Improved reliability
Easier re-configuration of alarm channels
Automatic event recording and reporting
Capacity to expand to meet future requirements
Provision for remote monitoring via PC network
Grouping of global alarms into subdivisions

These benefits were delivered on time to a tight technical specification and within budget
by a system using Prodigy industrial automation software.
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The old panel was replaced with a 19” rack mount touch screen LCD display, connected
to an industrially rugged PC running Prodigy software. The PC runs Microsoft Windows
XP operating system with four caddied hard disk drives and RAID Level 5 storage to simplify system recovery in the event of hard disk failure. The system is designed for continuous operation 24 hours a day, 365 days a year without system administration. Disk
space management and file archiving are automatic and a system watchdog monitors for
any PC hardware or software failure.
The touch screen display provides a user
interface designed to resemble the existing
alarm panel. For text input there is a keyboard and mouse as well as a virtual onscreen keyboard. The main user display
has a grid of 64 buttons, one for each of
Jersey airport’s alarm channels with the
alarm state indicated by the button colour.
When an alarm occurs its associated button flashes and changes colour and a local
alarm sounder is activated. The alarm can be accepted by pressing its alarm button or
via an alarm banner, which is present at the top of all displays at all times. The alarm
banner displays the alarm time and description and can be toggled to display a full-page
chronological alarm list from which the user can accept unacknowledged alarms in any
order.
If multiple alarms are triggered at the same time a major fault button on the main display
can be used to accept all active alarms. If an alarm is not accepted within a pre-set time
then an intercom system is automatically activated to raise the attention of other engineers in the department. A system option also allows for engineers to receive and accept
alarms via SMS text messaging to mobile phones.
Free form text comments indicating the reason for the alarm can be entered either when
an alarm occurs or at a later time. Any comment entered is recorded into the alarm/event
history log. The system automatically records alarm information including alarm occurrence, alarm acknowledgement, alarm reversion, alarm comment, date, time and operator ID to an SQL™ compatible database. Tabular alarm reports covering any period can
be filtered, previewed and printed on demand.
For alarms that have been accepted but are still active an alarm nag facility can re-trigger
the alarm after a predetermined time to remind the user that the condition is still present.
Alarm set-up facilities allow the alarm nag to be enabled, disabled or nag time period
altered. Alarm legends and descriptions can be modified and alarms marked in or out of
commission with any channels set out of use ignoring alarm conditions.
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An information button on the main display provides help options for all alarms. Information such as text documents, standard operating procedures, schematic diagrams, pictures etc. can be stored on the system for easy retrieval.
A major benefit that the new system provides is remote viewing of the main alarm panel
from any PC on the network. When the airport is not in use manning levels may be reduced and with this facility any engineer can supervise the alarm panel from a remote PC
if the main Watch engineer is called away. However, for safe operation access to the
main panel facilities are restricted including, alarm acceptance or system re-configuration.
Connection to the PC network also allows secure backup of alarm data, report printing,
remote access to alarm data files.
A further benefit of the new PC based system over standard annunciator panels is the
provision of remote data capture. This enables the alarm system to provide significantly
more information, the possibility of alarm prediction and virtually unlimited expansion capability. Due to the limited number of signals the old panel could handle it was necessary
to group alarms from subsystems. This often demanded an engineer to investigate the
severity of an alarm when it occurred. It also meant that alarm reports were less specific
and not as useful as they are now.
In order to provide a more detailed breakdown of alarms the new system is capable of
interfacing to standard industrial PLC's or dedicated data capture equipment allowing
both digital and analogue data capture. Analogue signal values can be used to indicate
alarm severity, for condition monitoring and even alarm prediction through trend analysis.
The system provides 64 direct alarm input channels expandable to 128 and 8 control
output channels expandable to 64. A combination of PC plug in cards and remote data
acquisition modules is used to provide the interface to the alarm signals. This combination means that there is no practical limit to the size of application that can be handled.
All digital inputs are opto-isolated for increased signal integrity. Each alarm channel also
has fuse and surge suppression protection to prevent excess voltage from lightning
strikes affecting signals from remote areas of the airport.
Although supplied as a pre configured turnkey system, Prodigy's ease of configuration
makes it straightforward for DOE personnel to make changes to user access, displays
and the signal database. Being able to make changes as and when required means the
DOE are not reliant upon the system suppliers for any changes, saving both time and
money.
To provide a rapid response to support calls the system is also equipped with remote
support software for the secure resolution of technical issues. This is an invaluable feature given the time taken to get to site from the mainland.
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About
Tascomp
Since its formation in 1981, Tascomp has specialised in the development of industrial automation software & systems.
We work closely with our customers to understand their needs, provide innovative system solutions and outstanding after sale support. Our open management
style and flexible working environment have created a development team that is
enthusiastic and committed to our global success.
Tascomp's products have always been noted for their reliability and technical
excellence which continues with Prodigy software on which all our systems are
based.
Tascomp operate a quality system to ISO9001 certification.

Tascomp Limited
Newburgh Court,
Belasis Hall Technology Park,
Billingham
TS23 4EE, UK.
T: +44 (0)1642 370666
F: +44 (0)1642 370012
E: sales@tascomp.com
W: www.tascomp.com

